Purely 42 37.6(11.3) | 81% Professionals (31%)
online Students (16.7%)
Disabled (11.9%)
H ker (9.5%)

Cruss-uver 30 33.5(10.5) 86.3% Profeswomls (41.2%0)
Admin/clenical (17.6%)
Students (9.8%)

Unenployed (18%)
Proximal 50 298 (9.9) B4% Professionals (40%)

with online Admin/clerical (26%)
Students (10%)

Service industry {6%)

Purely sl 360110} [92% Professionals (24%)
offline Admin/clerical (20.5%)
Students (11.8%)

Service industry {7.6%)

Sample comprised: 53% UK, 36% US, 11% AUS participants

Cyber-stalking in Australia

» 906 offences where applications made for
10

— 11% classified as cyber-stalking

» Adolescents only
* Applications made

* Harassment via IM, e-mail, posting
malicious content
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Victim characteristics WY

= Types of online interactions
— Share personal information
— Talk to strangers online about sex
= History of sexual of physical abuse ' =
« General patterns of risky behaviour
— Frequenting chatrooms
* 13-17 year olds
— 99% of victim group
+ Female (70-75% of victim group)
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Offender characteristics N

Pew Internet & American Life Project
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18% have received a B
] 100 1O Sexually suggestive [
EEE T e S — 3 nude or neary nude
e R Image of video of
oy JuU g someone they know.

Internet addictio

» Variable rates from
-2-61%

+ Consequences (Taiwan study)

- Higher ADHD symptoms, depression, social
phobia -4

- Higher hostility in males — NOT IN AUS!




Flirering/blocking tocks
At hame (%) | At schonl (%0) | Other (%)

UK 462 710 42 F w0
Ireland 352 a4 28 “
Germany 298 215 5.0

Netherlands 280 316 0. ®
Spain_ 256 (144 14

Franee 254 2.6 10.2 = »
“Ausiria 21.8 177 95
Cyprus 207 20.7 0.0 b
Belgium 206 58 6.7 ™
Italy 02 106 67

Sweden 199 25 () ©
_Poland 188 300 213

Denmark 184 203 L& =
Greeoe 19 20 156 »
Caeck Republic | 10.1 207 218

Portugal 87 07 109 »
Estonia 7.0 113 102

Bulgaria 66 &Y 77 °
Slovenia 19

L
™ CYBERsitter
Not blocked 854 306 755
o Blocked 14.6 69.4 245
-
-\ Cyber Patrol
Not blocked 90.9 444 82.5
- Blocked 9.1 55.6 17.5
»
SurfWatch
» Not blocked 92.7 55.6 86.0
w Blocked 73 444 14.0
Net Nanny
Not blocked 97.0 833 94.5
Blocked 3.0 16.7 5.5
2 I SR L I | ). te(t=h -p

Tried but unsuccessful

Haven't got around to it
Cost | Sace
Not aware of software Safe to meet someone in person after they ['54% 3% [83%
Not aware of technology had been chatting with them for a long
Too restrictive |-
& Don't believe they are effective 1 . . .
Don't know how to install Safe to say what school they atterd. 50% 36% N2%
No reason | Safcto tell people where they hangowt | 29% "16% [92%
Other safeguards are sufficient ' Safe to statc their reel name on the 5% | 20% 2%
Trust child |
Intemet
Safe to put their address on the Interact 25% 16% 8R%

| Safe to post their pictur on the Intemet.  25% 15% 6%
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re you forgetting to change your ISP
word regularly? I

Do you keep personal information on your g

computer hard drive?

Do you forget to regularly update your

virus protection? B

Do you use public access computers?

Do you lack personal firewall protection?

Do you: H

- Visit untrusted 46% Yes

websites? 55% No 3
= Back-up data? 22% None " a
= Use security software 45% Yes :
« Select unsafe 21% No

passwords?
* Run virus scans?

27% of respondents had computer hacke ';

How safe is your password? \ ﬁ|

The top 10 most common passwords

. 123456 ‘
. 12345 = —

. 123456789

Password

iloveyou

princess

rockyou *

. 1234567

. 12345678

10. abc123

* Note: this list was sourced from the RockYou we
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Stay up to date...

watch




Stay up to date...

hitp:/www.scamwatch.gov.au/ ﬁ
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Malware growth by year

hitp:/fwww.f-secure.com & &




Spyware / malware u
- You visit a website or click on a link contained in a spam srunn =
- A pop-up box appears on your screen which may havea | : e
simple question or a button that says ‘close’. Just by : s
clicking on this, you may be allowing the spyware to be _ e e
= You notice new icons on your computer screen, or your L s
computer is not as fast as it normally is. —
- Music files, games, or access to adult sites is offe R, o
free of charge as long as you download a particul E o hasaias i
program or agree fo a pop-up box. 5 = s —an

Internet Explorer
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